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RANCANG BANGUN SISTEM DETEKSI PHISHING PADA URL SITUS
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ABSTRAK

Phishing merupakan salah satu bentuk serangan siber yang memanfaatkan
situs web palsu untuk memperoleh informasi sensitif pengguna. Metode deteksi
berbasis blacklist memiliki keterbatasan dalam mengenali URL phishing baru
sehingga diperlukan pendekatan yang lebih adaptif. Penelitian ini bertujuan
merancang dan membangun sistem deteksi phishing berbasis URL menggunakan
algoritma Random forest yang dilengkapi fitur Explainable detection dan Phishing
Risk score. Penelitian menggunakan dataset sebanyak 19.431 URL yang terdiri atas
9.715 URL phishing dan 9.716 URL legitimate. Model dievaluasi menggunakan

metrik accuracy, precision, recall, F1-score, dan ROC-AUC.

Hasil penelitian menunjukkan bahwa model Random forest memperoleh
accuracy 96,08%, precision 96%, recall 96%, Fl-score 96%, dan ROC-AUC
99,03%, sehingga mampu membedakan URL phishing dan legitimate dengan baik.
Selain itu, metode SHAP berhasil menjelaskan kontribusi setiap fitur terhadap hasil
klasifikasi, sedangkan Phishing Risk score memberikan informasi tingkat risiko
URL ke dalam kategori legitimate dan phishing. Hasil tersebut menunjukkan bahwa
sistem tidak hanya memberikan deteksi yang akurat, tetapi juga menghasilkan

informasi yang lebih transparan dan mudah dipahami oleh pengguna.

Kata kunci: phishing, Random forest, deteksi URL, SHAP, Explainable Artificial

Intelligence, phishing risk score.
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DESIGN AND DEVELOPMENT OF A PHISHING DETECTION SYSTEM
FOR WEBSITE URLS USING THE RANDOM FOREST METHOD
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ABSTRACT

Phishing is a cyberattack that exploits fraudulent websites to obtain users'
sensitive information. Traditional blacklist-based detection methods are limited in
identifying newly emerging phishing URLs, requiring a more adaptive approach.
This research aims to design and develop a URL-based phishing detection system
using the Random forest algorithm enhanced with Explainable detection and a
Phishing Risk score. The study using a dataset of 19,431 URLs, consisting of 9,715
phishing and 9,716 legitimate URLs. The model was evaluated using accuracy,

precision, recall, Fl-score, and ROC-AUC metrics.

The results show that the Random forest model achieved 96.08% accuracy,
96% precision, 96% recall, 96% F1-score, and 99.03% ROC-AUC, demonstrating
strong performance in distinguishing phishing and legitimate URLs. Furthermore,
the SHAP method successfully explains the contribution of each feature to the
classification results, while the Phishing Risk score provides URL risk levels
categorized as legitimate and phishing. These findings indicate that the proposed
system not only provides accurate phishing detection but also improves

transparency and user understanding of the prediction results.

Keywords: phishing, Random forest, URL detection, SHAP, Explainable Artificial

Intelligence, phishing risk score.
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